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■ ■ 

0_5qJI fou_b_u 



SujIac^/I 2LLa,j^jJI ^ ojjjjI i"i K LqaLc <jl j^jk} LLjLq^I (O-dailj LqjIj Lj^ualj LiLil (jLS* IjliLa Li£ LoaLc 
(_ r *-og (jjjjjJ I jLoo, LLagio, LilSI (LjjjAqJI t-xog djL.ii ja^Jo, Aiii^lJ J^Ias. (J-o&j |03-H-i LIS g-ujLUI ■ "■--> II I ' j 
Liajl L&jj£ jl i _ T XJ I 3 1 S ■*** ■ o 1 1 0-^5 Lr^i) C 0 ^ 1 L^LL^I Lr^" (_LuaLaiJI J^j} jlnJlJI Ai&Luij ^3-^9 <_r^ J ° <_r*-^.9 ^'-'J^ 
(j-^J ^o-l ^yJ-^J (jl-Sj} ^-^Lo ^1 t^Aiij iJ-S Jjjj^J L-^asljo, (jjuagj (jja jl^^f J^AaJI Ia£j ojja^ ^oJ (jl 

. o ajL Jaq LjjLaJu ojja ^aSLiJx.1 (jl Aalc-lg jjuoaIJI Iaajj} lIlq^JI £jq j^jq^I s. 9 < 1 1 To, 
^iAa_i AjJcj C^jLLo (j*^ (J-ia-Lijjjo dJujloJI o Agj (j a a 1 1 AjulSj (j^l il (jJ^ ^ ^ u o-^-* c 0 -' <*AiIiLiJI L_ijLajLll o In* 
ojjq I i Min'il Jl hi j I LiUjJ , (j^i^a o II Jg ^ II d-BUl JJLj ^LULo. J^a^JI jjuaj iiU .';■■'„ a.o jOJaII ctlsLa 

dJAluijg LiXog /qJoaj , 0 i*C <j;j-^l 

i-Afl^JI cLf-Lbl dJI hi o ^^i jjLa,^Hj} J^l . 1 1 hi II ^I'ic-j , JIlqoJI cLcLial l_i! lull j I SajLl^JIq dJLijh IL Jjk jl (jl Jjii 

^Lo jlq jO^aH (jl ^ * c j Ia^-o LajLaJl LLlLc. <_l3.^Ij joLgja (_^l lLLLq 0-^5 Iaij LqaIslc ^oLg^JI ' j ' ^ " 

aa!.q J-Si-ol (jl .'^ j IjLo j^"" ^>3_lJ I JI5-L0 (jiiK'i lJi^uj jtLj^f Jj ^oLj^qJI *l I p"^ jtlj^f Ja£i (_j ■ 1 1 1 jlLa 

ola ^^J 4-JJJ3 Ljig S CkJjiLQ ^ I i-n^'i'j IjLo j < n 1 "' I jl ri "1 'il^ l-jLjASJ t llg JJLJ^J^ jtl^J (_jj±jLflJI (JJU J " ■ *■ " 

(J^l j_j.ii lIuLS , lIlq^JI ^qjlIq lj ^ LjlqJI dJLijiaJI ^o^-Q (j-a L^J^LL (j-°3 Ljj^j (jLoLc. aLo djj.^JLll 

diZjobJI ^j^JlII ^ j i'^i 0 1 ^jLua^JLllj ajjj^JI Jj^uj (JjjIJI (jjjj^SJ jjutavajul j LojJja , " 1 i *C LjLi dJ^J^JI ^lUil ^oLI 
1 1 pi^-i ig j_j£JjL<& l_ijX. (_j jJLLo dJLjLlo^ a -^ i j) ^ "' ' dJ_i^Aj cLjLlS^ ^_iMkJI (j'-^Q; I dju^il&j i2iL±ij$£ eUa &|g 

(jja ^Lcl ,"1 i*s Ls? 1 ( J-lo^JI (JMoV-.il 2Llu& jJI dJj\^j3-ll (^ d 1 iii i IL l_xjL£ cLLij^JI oail) L^£jLMiljg 5 La o II 
^0 1 n llg diij^JI I aji SJojulM JM-^. (jja d K n 1 pJ I Jj^ (jxi (J-SJ9 ^yaL^ja aja^-j ■ jlju&j JoaJa 

^oLjl (jl J4^5 Iac. Lgj |05~2I (jl 1 -Lag t _ 3 JLll ^Lls.^ , 1 'i^l , IajI , MjoLS < _ r o^jJI ( _ 7 JxaLjjj , 1 7^1 oj^JI o (j^Jj 

: ^yJ^fl J a ill 1 1 ojLc j-jg 1 11 o 1 1 djiiLii ( _ r L£ Ig n»n llg 

JjLujj J>ll , J^^l 0 ■ 'JJ ^ * * j-i i^ts'i II , jj^jjLl l_ijX. , dJ-j^Aj cLjLlS , Jj^ui J-jj-j l_jLLS (jja >ljLa 0«lj.£ 

. d K 0 II , ^.jA.UI SJLujj , jj^jjLl , ^^-iLxJI (JjjjaJJ jxuaajul , ajjjJI 
llg LgjLLpa LjLiliLji^ ^1 djojjlaJI oi^j < _ r oLgja Aii ^oJojl ^05-1 >o-J^ ^^j^ °>f^^ totg-oJI (jl * "" c " aq 
aIc (jja axSI (jjU LljAi^o ^oLcl ^ 3.iiLki j-L^La 5Llu^ j dla.jja l-xjL£ (^Lxa. dla.j^JI oift (jl aa^I^ cUJ 

tii^uj jiL^ u-llS^-LII j Ai£-iVg Iac. L^aiAIj ajj_1 (_ r UI |oL^qJI 1 *Lui£J I , 1 T *C I ^o^aJI (j-o L^IjjjxII Lil^cjl^ , cUJI 

"1K1.V1II jj^fLiLo (jii q-s o«lj^ , l_iL1S (jxi L_jLa a^a j ■***' & o«lj.£ , djuLa-il JLLoL^jO JS Jjl^I^ LjUoJaa 0 Jf» j ■ ■ ■ " 
(jx. / - j ^jajlc oa^Lulo , d K 0 1 1 JLojs d-jLl£ , l-jLajJ t II oj^a.^xi SjlLSj 3 LLujI (j-'o^ (_r'- c - 3^L^^I , 
l-jIaj I ■■■ II (_j.ii gAuaj tii^jjj liiXa^ <_r^^ ^H^^j! 03^-* (j' O^J^' (j-^ ^ol (g o 1 1 fj 0 1 lLLlllpJ I jlaj . . . ^Jlo , 

. . . (jdl^ kil^j (>AjLi Jlo ^ 1 1 hi ^ 1 i'i 1 <v<"V ^JJaJ 
^oioJI^ d-iij^JI ctLoLg-Q tliJAa, 3J ^jiU JIiLq^I^ JliLcLuJI ^oLLaJ "'°;"l 5J LqLui <jj^j aq ,"i n^JI ^uJaJJi '^^'^ 
3J (jSl , J-^"l J $ j J-g'i'ni 1 Iaj JjlqJL iill£j (jl ^5>J LA$±ii Ja£j Lg-Ua «^oJ-Q5 2Lqj^» dlaiLLlI o Aii ( j r '- c - JAiiil^ 
J-gj-ujI l^^jjj ,_jjU LaAjLaJJi ^yii ^a-jl ^Q^-uJ LLi L^J _g ! l**^^" (j^Aj ( _ 7 xiLgj3 (jja oAa,l^ 3 o (j' '- J J>° 
Ajlclij ( _ 7 Xa^ jaj)^ (JjacLoj! * LsLa j ^ii^uj < _ 7 -ujIj ^ii (^j-^l^ |oL^ja ^5^.5 AC (j^f I^Ajloaj ^^ii MjqLS cr°3^ 
J S j I j 1 a ig j j ^"V..i 'iV I i Lata jLq 3-^5 djulxJI A 0 II AjAaJLl jAl Aiii^ ^Lla,l LgJjp ^ygjul LoaLc^ o Ajl^^JI a 
(jl 3J jj--->" jA&Ld J I j 1 1 1 1 ^JqAqJI Iajj , l_x£^JI 3^jl2 (jx. 8jj.ii aLo AjailLui gJa opj aSjlo ( _ r gjl^ ^iLS 

cd£ cLQj^a-i Ji^uj J^ii MoLS ^JaqJI "j ■ |oLlqJI i*Uj II /1 1 1 If. Jaj'iMi 13 86400 ^o^J J^ kiLiiaJLj ,*l i 1 LilLuL 

(_Ljii , lilla i_ijLAj ^ii^uj £-Ja-qJI ^iiLi aJij^a (jxi j "\ o i "1 ^oJ JLa, $1 lt^S ojaS^s dioJij Liajl lILjlLc. JqjauIjq S 
(_£ aJI jiilll jO^JI tjr° oJ5^>5-oJI ^j-jl^Ul jac ^oajJL Ls? 1 h liU L^jJil cLjL^.^1^ S dij^a (_ 7 lc jjLq lIuI 

. j^j fO'ioAg.l . *l ol (j o J^ lIiIaj^ (j^fl ^oLq^ d.iij^ JliAa.1 J^i clslo JjaLstUI 2Lojjio (jLojl (jja liU Aj^g '-^jaI 

Ujqjd - y_>o j?ill 0-oJl 
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(JjlcLqjjjI (jLoic : dLLa-oJJ t _ T j^Lal j^iia 



d K q II jiaj (jx. j 1 9*i l_ljL^JI jJaJ j 1 9'i 5 jj LpJ I #lj^l £_lq_^ 

(j-o (j jl J-aill 5I (^LlS'i/l j5^_i "il 5 S-j^SiJI SKIpll (jjti^ I ^Loia-oJI £u»a 
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RISC AND CISC 



[ PC dju^AJI o^^/l ^ J^5u * o^j^JI I^LqJ 

J q , " 1 1 ~s J 1 < _ r UI "'Ijjj k->" II Log •5>l£^ ( _y2i (Jjfc (J jl ill 7 II I J-LJ oJjAA 

(JjLgjIu ^jlIoXllu IjLqJ 9-^9 LLo j 1 7^ II (JL jJaa j ^oj jJI (Jjl ■■■"II (j^J 

t>o IgllloJ ^1 o^^^l Ubuntu Jlo jjLsijj^j 
Jifl jjLsijj^j J^O"-" ^jjoluij ^/ LqjLlj PC & Laptop 



• ii n fl <i?y. 7ii ^j g? vi ^ir UnixAlX 

^ jo^oxJI ^JLslqJL oaLk qI Structure ^LLfc (jl '°^d^ ^qlstj L>£ 

Lq.i£9 '.' ' " 1 j ^ lj 3 qjAXlllq II SLlISXI) 9I sLLdl I ,cLlLc j^^^jjJI 

. c>alj LLa 5 RISC & CISC 

(jjo 3ulL£j <J^ d-L<bLo ^ lr- o^stUJ ajIajJI o-^-lj) 

CISC : Complex Instruction Set of Computing - 1 
33^.^1 ^ o^^JI ^1 Intel &AMDjjLJLax> ^.i 

J^Q ■•>■"!' joUaj ,jjo Instruction ^lqjs. aaL ^JLsLqJI dAJQQ lfl < l"i'' ^Ul 

"■I il l ; II (jjo j ■ ■ *^ jic ^ ^ H q o ■ "j cLjl ^1 1^"-^ ILslq-j |Q^£j^ dLxLc. j^-^oJI 

. Complex 

RISC : Reduced Instruction Set of Computing - 2 
I <_$l Reduced Instruction ^"iM &a ^^alo 3^ L>£ 

^3^.5.1 oj^j 1— JL&JI LLfcq Jfl"? ILslq-j ^JLslqJI r°_9-&d <_ r UI jjoIq^M Jd£ 

^ji ( j^9mi7II |oU£ij (jja J i^'j <_ r Ui j.joI^^/1 j±c (_^±ll1j jq^jLlq Compiler 



Time to 4 
a program 



Number of „ Clock cycles y Time taken for 
Instructions * par Instruction * a clock cycle 



] 



Depends on: 
Architecture 
Com pilar 



Depends on: 
Architecture 
Compiler 
Implementation 



Depends on: 



Technology 
ementatln 



Impleme 



on 



: (^^/l (JLxo-ll (J-Q-&J |Q5-Q-j Lix-J (3>°-l' $1^3^ 



Time taken = No. of instruction* cycle per Inst. * 
time taken by every cycle 
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ojj^I^ CydG oj^j ^JLsLqJI jALj jjoI (J£ liid-Ll <*jl J<jr J^I <>ajlaj LLcj 

.ojj^I^ aj-jLj ojAii j-kLiq 
(j^lj ^LUL^ jjoI 150 <La ILsjq <jllLc ^JLslqJI (jl <_>iajiaj CISC 3UL». 

: >ll J f... 1 ll ^^Jl 



Time taken = 150 * 1 * 1= 150 sec = 2.5 minutes 



^ II ,1 .^A-kf ■ pjZ, A\<\j jr>\ 1 ^ •>. II ■ ^Ho^ II p^"J V RISCdUL^^i 

I* Jliii^JI (j^^jLi (Jl « o II (J^lluj ^ lr- jjoI 60 (_,JI Mia JiiJJg ,(J.£I jjx 



Time take = 60*1*1 = 60 sec = 1 minute 



JUL* lIiLjLljJI^ jjoI^^/I jjx. (j-'"' Ajlq-Lj axo ^oj <^aJI l1i£^JI jjo <J.iil cGl ^1 

. CISC 

: (Jio l j.i< 'ij 1 1I ^lij (_ r UI "iKj ..i II lIiIj iiU jJ 

IBM: AIX UNIX 
HP: HP-UNIX 

ORACLE : ORACLE SOLARIS 

cL^aLkJI (j 1 1 *s 'i^-lJ I ^oJaj ^ILIa^^ ,RISC <_ 7 -Lc- (J-o*J Lgj cL^aLi. oj^J gJ ■^ > " (jl 

. I^j eLuaLaJl Platforms oia> ^l J&u y L>j 

^JLULq .CISC (_ 7 lc Lg-St-Lpja (J^jlj (_ r UI 3LAHa qJI (_^ll^LlLII LjL&jj^j jh^ i 
Virtual . : ut...-. ^-HUL^ INTEL & AMD ~>\.~>~ ^ic. Lsll&a J^aj 

. a ijj j j^j LgjaljAiujIg Lj-Lo Machine 

U ? . . 1 "i LLjl (_£l (Jjul uliLa i 0 II (_ 7 lc (J-o-StJ j JjNj ■■' 1 1 (j-Q SLkxtiJ <±ILLb (jL£ jlq 

^ ■ ■- -> II oj^^^n I <*- LgjaljjajLul 

ij^-ial (jl ^jlLs-lujI (jjL±jLL£lJI j^/l ^1 l^jLJI ( _ r olsJI ^qa£UI £jo L<ajl$ 
(J^ J J £ ■'■*■ ■ lIlojJLj I ■ ^ j |g j SXll (jl LlLjLa , Lq g j m j ■ ; ^ (jj>^ ^JLl^ (jL 

. , wj I U ^ 1 1 J< "1 II 1 tualg.Q-j |Q5^J j 11*^ 1 ciUI (jja 
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(jl (j^QQ II (jjQ (jUI -<I«'N/»II ' (jX l«* (£jLudl S>i-ll (jQ, (jJft^J " ' ^ 1 (jjL±-H tjxJI 9A I jj& 

^AlaIII <9>^9 uIiLaaAJI (j-o tjj^.\ pl^l (jlc »j <>'■"■■■■ sj^JI l>la J^L^, j'"l" L&J (J9^j 9I d^xiUI Jac (jlc 

' ~ * " J, > 

MAC Spoofing jjgjiJI "i^<*' ^.^~n 
LaJLujj9 diujjo AjuLjjLc (jjglic ^lc ^q'iS'i Frames iiiljLhl £11 ^lc aaLsH Mac Spoofing >J9jill "■'"•^ 

o Jul (jJx Ja^slll Lai£aj Ajlij Switch Jl aoLLo (JjuiIj ■ j^j oJ ,»j^< ^Ijxb/ aU j jgi^J Ac , Switch Jl ^Jl 
^LijiaJI oa&j Switch Jl (jic xll j jlacl jgiL; £J-^Lj Jmlnijjo , 1^9 diujjaJI tZiLjLdl 



SW1 (config) # interface f a010/ 

SW1 (config-if ) #switchport port-security 

SW1 (config-if ) #switchport port-security maximum 1 

SW1 (config-if ) #switchport port-security mac-address sticky 

SW1 (config-if ) #switchport port-security violation shutdown 




port (jXaj cLuaL^ J 1 1 fffiT 1 |09&j d-ajLuJI jjalg^l 

"■■■■ji |q -'I"'" l-JxI ^_Jx 5 'j^j" <y^9 security 

jjaL cLuaLDI J i9ri"i ^Igl , Jana 3^"'l"'.' ^-^L^ 

oAia Jjqjlj ^ (ijgj^ 9^9 switchport port-security 

,jjgLLsJI (JJO JAC (jiXujl 'J jOi-1 lJJ j A&J ,SjLhQLa I* 

LLj^f 1 gjJaJLg ^jjLSJja aoi/a ^Jx cdLHlujI (jiLcu 

JLi a^lg jlm^ 1 Jin'io jjilo 09^! 0' 5^9^j 

jjo^/I J.^aj xJJj aslj ,HUB _j Jo^ujq AaiaJI jL£ Ijl 

9^9 switchport port-security mac-address sticky 

( jx S^JLa^oJI (jjglisJI AjA^Xj |09QJ (jl (j'ii'i iQui II jjJij 

Source Jl (j-^ 1 ; pj"^" ,ajJ! J-^~ Frame J9I 

JAlQJO (jl (JJO J ;"'■'■■■ J ^9 A" ■ «H IaA (J ic MAC 

switchport port-security violation jjlI'21 >o'2I , jiH 
JLi o jLijl |q2j (j jjl slj-^^/l aja^Ij pyjL shutdown 

gjL cukijii (J jjl tlj^^/lg ,diujj3 (jjgLLc JLEluil j<u 

. aILlIjI (jl ifiAa, JLi (^ii LuLflu aqIqJI ^Mil 
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DHCP Jg£gj9jj "il I ^Ai^UI 

I .La (jx [AajLibj (j^oj ^Ul iiiLaaAJI \J^su Jijjjj jl ajMo DHCP Server cHajUI (jii ^J-iaJ jLS Ijl 
DHCP Server ojLs^ J^"'~ ; £ol>JI a^I pi ^"..il ■ La (j^iTi (090-1 (jl <j-£-Aj JLiaJI Jjlluj (jlc, J^9J9jjJI 

: djJLUI ya\$$\ Aiiulj «d ^5 H j'sti 19 ,<Kiiull ,^0 j i'K II Jjii (jja gy^ « II IAiL 



SWl (config) #ip dhcp snooping 

SW1 (config) #ip dhcp snooping vlan 1 

SWl (config) #int fa024/ 

SWl (config-if ) #ip dhcp snooping trust 



(jjLiJIg J9*/l jjO^/I /"'I-'" jj--'ll (jic JjQAj ^y&9 DHCP Snooping ^Auu cUuaLi Ji9m } |Q9AJ jl hi I) jjolgb/l 
Jx^IaJI aoIaJI (jJI l-kLaj lLU j asu, Lauic S^l^ II Jjlslqj . ijIU«II VLAN Jl '^"9 SjuziLJI Jjlslqj 9^ 

aoLLqJI (^BLj LqI, ^jjglisJI 5J39U ^99^90 An 10 Trust ojj.n i 1 ^JLlH^JI DHCP Server JL 
ijic Jj-^ 11 1 ilh (jic jjJI J9LXJ (j^^.u (jl (jtr; 191.1 1) ^9 I jl 4JJAJ9, Untrust Liu ^9j9jq jjlc By Default 
iJJ j jjlc, Trusted «u ^99^9* aoIq oj.^o jUI jL£ I jl J'mniL , jjJI gjjcu jQ9oj «uLo DHCP Request 0I9IC 

. &SLLO |0-U 




ARP Spoofing >J9>£JI ^.s.^tw 
JaaJ ARP J9^9jg>j JMii^L pLHJI 9^ ARP Spoofing Jl 
ARP JjLuj JLujI ^ijjjJo ^>c iJJjg ARP cache poisoning 

ij'in iQnill |Q9AJ (jl 1 ■ jL£ lLLLlI, (jx5Lo Jiaa (jJI ojgjja 
JjLjj <d JjLSjqJI IP Jl 9 ^LjjuJI jl9iaJl jja ^o^TlL 
ij'in iQnil I (j^joj, ojgjja jjx L&J1I9 Lala^a (jjo A^LUl9 ARP Jl 
jl9xaJI (jlc (J9l2>_i J9^ (_JI ^9^jJL iJJj j-o ££^111 
IAa joi-i, gjLa^oJI IP Jl C)h' r 0 j lf *? J^-l o ' 1 jjl" 11 



'■^ DHCP Snooping SLLjLuJI 5ju^LJI J Mi j^ Jg^JI 
^IJI aju^LJI, DHCP Jl iTiLUa J Mi 0-a ^ J:?-" 1^ 
Dynamic ARP Jl JjLjjJ (j^^"" llm Jasj 

aL^loJI ojiiij '^''O"" ,0119 (ARP inspection (DAI 
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VLAN Hopping p^-*' jAuaiJI 

djullll d'mhll ^q'iuio (jic [ / V"'"~ JjQX ^yL VLAN Jl JilAal A^l 

(j^^l jx VLAN J£ Ji^i ^ya jqjluiHUI llm AJI90 jag , Layer 2 

a£LUI 1 n 1 VLAN (jii ojAa^I (jjo cLc^jO-xo iOJ JL^ iyu>, 

JjpJI ijASU jl L&JJLC jX 3 Ij-^nn VLAN Jl OAA jl jjO 

U3""' j Lr^' Ji£ VLAN (jJI J 91^9] I jjo jjuaAAluuoJI j£jo. j 

Ja5lj [oLEJIg Native Vlan Jl ^Jx aoIsj pg^n lla 5>1&, L&JI 
Native VLAN Jl 9^ Luia ^jLUI j9^j Double Tagging 

Iau LoAixg, LsuJI J 9^9^ l_i9XjjqJI VLAN Jl 9A L&Lq ^JiJAllg 

<u'2 u^jL-JI Tag Jl ajljl ,oIj Trunk Jl j$±c ^ Frame Jl 
Ia<i> gioJg, ^JAIaJI Tag Jl Native VLAN Jl ^Jx co"^: 

: (jj^/l ^91 1 1 hi ilLlx 1 9L1 pj^^H 



SWl (config) #interface fa019/ 

SW1 (config-if ) #switchport trunk encapsulation dotlq 

SWl (config- if ) #switchport mode trunk 

SWl (config-if ) #switchport trunk native vlan 10 



. alaSLLuLa j±c 0AAI9 Native Vlan Jl Jj9^j SJLjLuJI jjalgW <9-i)^ jx dnnh'i jOJ La 



DOS Attack 5uqaLII ;^ jQQ-^ml (jAi^UI 
flAjj £j>Io jx FTP Server jx SLoaHI ;^ ^Jj ■;■■<"" < ,0903 Worm a<.*.n ^ *.r.i 1 j| ^a^j IaLo 
ji'Kll 1 1 1 ; t.11 ^ihlL, jjjinill ^Jl J9^9JI jjo jjua^luiaJI glsu Half-open-session Jl jjo jaiS aac 
aUaJ (JAlaUI ^ ^393 «u_ILUI cULjJaJI, FTP 9! LX19 jL£ !■!<)••< j n j ■•■< n £9! jx jl£uJI uiaiLi J<i.^<«n jja 

j^l J9^9J9jj (jl Jjo LaSjlJqj j^jQ-i cULi^kJI y'"' jl ^/l , FTP jjdjjluj cuLcud ASA Jl pi ^"..il 1 



ASA(config)# class-map FTP 
ASA ( config- cmap ) # match port tcp eq ftp 
ASA(config)# policy-map FTP 
ASA(config-pmap) # class FTP 
ASA(config-pmap-c) # inspect ftp 

ASA(config-pmap-c) # set connection embryonic-conn-max 1000 
ASA(config)# service-policy FTP interface inside 



^aj ^Jj jol^UJ jQAiilmj (jjJlg MPF gl Modular Policy Framework i ^cjjuku ^!l ^ La j^lg^l o±& 

L-iQlhffll .MinljUJ Match Ja5Lj jQ9oj ClaSS map f Llul jOJ 2LjI^jJI ^ , <-*-^" iULyJag ASA Jl y±c ^iljUJI 

Class Map Jl ^Jx a ^It Ij^ll aja^U Policy Map flAil ,q1j aUa arj, FTP Jl Ljjlil 5JLJI oAa ^9 

Half-Open- Jl jac SaL) gLd embryonic-conn-max Jl j^ ^^ja^ aJI aja^j ^9, L^LSuL lia£ ^Ul 

. Session 

. ji'Kll aILLj} JljLao AjAa aac jJil t LHJ (^Jlg aja^ * (jjii lUlq^Luj aq jg^l jl t>J lojl 
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v_n_a a iqJJzmJI Cj I [Lain J I |_±_±^T 



,'jjQ .\ HO II . _Q Vl^uJI JjQ^J i _0 . _qLlUI l.ifc 





Jig^jjg L^g jlflnni^fl ^jj joLaLl^/I 
.g^ill I OA (jlc jjo^I jLuJ 9J Imhl jg£-i 
lUiLLuJI j^ljjQ jg^J 0' U^"J • >6 

Virtualization Jl 5jl1£j JMii ^ 
cL^LJI jbjjl slj9 djuL^uill ^1 miq-n 119c 
(J9 j jja iliLaglsLa II Lx^g IgXl ^.^.^^"a I 
ljLjLuJI j^ljja l— il lLqx ojj-iJIg ^LiJiJI 

[phi II JjaL£jg 




^Ig "Web 2.0" 2Ll1£j ^IjLfca . .7 
(jQ^iui SjlcLqI^^I jqMx^/I JjLjg Jq ^ JQ^ 
iugJWNetVAJAX, "PHP" .iugJla* 
HTML t XML i CSS t go Sju^j ^IjL&a* 
j9jqI (jju (jja 3 ijiUft. iiuj^uj LoL^g Flash 

.djuoLo^l eUL^IgJI (jic njj^l 
(jja |OCjJI (jlc icLilio-s II9 (jja^ll . .8 
dLjjLcja 7- 32 a ini'i 1 cu joLaLa^/l nlaLaxjl 
jAi^a ^Jllj «a.j| 21 1 2010 |oLc ^MKLujL 
j i i. un'n II j^QQ 1 -'" 1 * JJ-£^!I ^lHJI 

fl|jlcfl II I^-nq Iq'i<V I 

J ..*..,a.<i...M"iua.<i...ii.».vi.^-.Ni .9 
JLaj^/l ljIjLljq (J9>U ebibi ^9-^9 (jJI ^mo II 

t IP telephonyiiijjlj^l Jg£gjg>j >±£ 

£/a ^jJjabjLaJI ^HI 9 ^ d^iiJL ^1 jUiZ g 

". iphh 3 <..,...." jLa^ij^ 2u^\ 



■"svniA inn iiiiii i« iiimmiiiiiiii 

j 1* 1 g " ^Jx " i j " 1 i . \ r\ ,"1 iC I 1 ^ij n ") j tTi .7i .tin 

■ lHjIjLljo j*"* ji^l jx 2 ■■ j a I dJLiia 
"■! <iQlofi II d iin'i JKa (jii cbglho jg^J 
|oLc SjuLo^lg dlujlja ^§i>9 201 2 [QaLEJI jqLsJI 
JlioJI djuaji^g ,techrepubliC £ogja Lfcj 
jx |j laa! ■ 1 1 joLag d*i ci ^jj iljj^g 

, LjLAgilUJI ^Lki£ ,^0 axiJi Lj^Lua 
" 61 A " tlilm ih'ill jjg^jg dbuajjJI .1 

j rT\ .Ti^l (j i> ojLLjqJI ojjL jK I'inll 3 Lujj (jjL 

djjLLQ 447- jja bgXua <. dlifljaJI 12 Jl 
dluiiuJI lAia ^lasj .201 0D" ^jlr ^Mlal^L 
ijjuaaXI gsgjoJI jjg^j (jja l*l±j , gujlg ^g'Llaj 
^ n .\k"..,n lIiLiLlI^I 3juljg 3jlL^IaJI SjaJoj^ll 

.d^J^LoJI ■ n"lQ/T\ II 

(jgJoj g/a (j^Jg) g-ijl i'iici II ojIjI .2 
Igjg^j (jJ jOj2i jI (jl "jgJ^J " -1 Ai^£jg — 

■QJ^l^ja ■ j_l jJI (j^l-s.Ti^l jx j LL^I ' JJ^ljQ 

jgAjjj |QjJi j| J-j ,gjjLuuoJI Ax^jg doSljja 
(jlc uq^slLII |QAl^jaj (jj-UI (j^Lkili^/l Liajl 

La (jJI l^'i'fi j 10,^^'inlCI II lIiLiLlLiI 

. Log I s? ci II L^gJg Wi ^JjaLc d oAaj 
(jlHUI jOXaJI loaxLocJI 1 . .3 

Ignli/il aL 3 Igjaa a I* ojj3^^/l JoSjIij 3 aJajlg 
jOXjJIg SjuflUI ojxLocJI ■ <"<« I Ioja^ lasi j 
jaJI L-iibJI gjL ladi ■-■'<;■* II .4 
Jl cLlxqj JM^ (jja Luj^. cOuasj |o1j 



.3juK,.iII d;..ig^ll gjjLiuag Virtualization 

jgl^jjLuj jIjAaJI jl LJajj dLujIjAil *'<g 

gUj^jg "VMware" aia^lgj ^l^iib/l ^jx 

^ jj" 1,11 

jnin 1 1 1 1 nil^Jl 10JI-C9 ^jL^UI pL^jJI * .5 
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If] ill II u_x_o clLc 



: Nortel ^LdLo 

: (jIj La JfLi cLaLaJI "'^ "J ' klilASjoJI c&jjidl j>"*** 

LAN , MAN & WAN 1 - 
Phones, Clients & Accessories2- 
Voice,Multimedia&UnifiedCommunications3- 

Optical Networks4- 
Security &VPN5- 
Wireless Networks6- 




|olj^JI (IjaJJ (j'-^jo'i (jl djuHll ^7 II no jO^xll ."iii^I 
Lfliic ^«ni i joJ jjlI^JV Lojj i Nortel <jx ^LoglsLo 

^ jo.iaj u'.<ig ( Cisco, Juniper, 3COM ) Jia 



CBC NEWS; BUSINESS 



( Bell Telephone Company) aSjAJ i^i-^i jg&j 

oAa ilijgJojg |o1 882 joLc **■ <UAi£ A&yHi | > y^9 

Joflfl cUrunVi o lIuL^ <***i i -\ lIlo^JI ililj aLo elSjjidl 
^; ^1 (jl (jJI cualIaIII euiuLsJI Lj^Lzxi^/l ljIaojo ^ 

Northern Electric and Manufacturing) LljqIuI 

( Company 

( Nortel Networks ) jLaJ ^Jl j J jUI ^ jjl^I 

,09aj ( Nortel ) 9 lIi%JI aUj AI09 t ,o1995 ,oLc jgill 
a^L£ LljclujI jl>j^ eLuoJLsdl iljL^jjliJI <j>i^ a^jLIlqj 

Lijjjal ltli£g LlujI (JgluDQ (jJx (j i ..inl'i n II (Jgjjl 



NORTEL 

■■ — 
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ljLSjjIiJI j^JI lIujIj^II ^i^l nog Qj-dLoJI 
ERS 3510,) ^MjJ^aJI LuLog t ^L^laJI 

ERS 4500, ERS 5500 and ERS 8600 
( Switch) '"inn I IajLj Ifryjifl^ L^jfAJ Lq •( 
^isAj t ( !! Routing Switch ) ^ Jj Jala 

) jL&^ .'Ufa?..! ^iLjj ^jLSJI JQ'^" 

JjoKj jjiii 2L^jjij ,jj3 jLl^ jl£ ( Switch 

JjjJilll gjdainij CUU9 ( Switch ) Jl kZiljAo 
^11^9 dUlill dnihll iZi^9^9J9^j (jJx 

( ERS 8600 ) Jl aiilr jl j^UL jj^JI 

see ♦ 

Jajlj (jjLLiJa J <■•?■ < ^9 (Core Switch ) 
jb^ ujb. ( Layer 3 ) 3U1UI SlJaJI 

.( Core Switches ) Jl £jla^ 



:(ERS4500) SJiLc- 1 
ERS 4548GT) Jjj^oJI jLlL^Lj ^IiaS A09 
_> ^jL t JlAJL ^9aJI 9 ( PWR 
BaseTX 1000/100/10 iic^ Ail* 48 
Jl j±c cLoLbJl (JHj (jl ( PoE ) ojjuaJ eLcLial 

Ports ) adLLo gjji jg^g gjo ( Ethernet ) 
: dUliJI ^IjjuoJI (jiaAj LL&9 ( Shared SFP 

• Total stacking capacity: 320 Gbps 

• Total packet throughput: 240 Mpps 

• Individual switch capacity: 48.8 - 
184 Gbps 

• Concurrent VLANs: 256 

• Maximum MAC addresses: 8,000 



(1 ) JSAII 

■qlaajuiiVI dJQffmi I dioQiiij lIiLl^I^ jgj-oJIg 



:Switches ( *«? . 0 ...h ) ^aaaJI 




(2) Jiidl 

, ■"!<« II ^jjQ ljLiLlla^II gjua^ (jjJj dfl-si'n cLLjLc J <a ni'19 
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Tolly ) _j '-ajsu La 9I ( Tolly ) £09x1 j La l-lui^9 
dljjLLa JjQJLj joLo itljljLii^l ^Ja ^rwr\\"\ e\ II ( Group 

( Catalyst 3750G-48PS ) J: ^^" JjjgAJI £0 
LjljLiiil oAc Jjq-S-j |qLE i"h^ i( Cisco ) 'dSjAt (j-a 
U,/Njc7„il„i (^Lllg (j^lgjJI gjuaa (jjQ LjLjjLEjQ9 
:|o£j II ^J^jl9 cLJlill j9*oJL 

(3 ) J1AJI 



(4) JiSdl 



(5) Jliidl 



Zero-Loss (< 0.001%) Gigabit Ethernet Layer 2 
Throughput in a Five-Switch Stack 
(100 GbE ports tested) 

as reported by Spirent SmartFlow 5.5 



100 



100 



100 



100 



100 



100 



100 



n it i w 

1 26 I 27 I 23 ^29 30 30 [ 1 30 

h h h n h h h 



48PS 



64 128 256 512 1,024 1,280 1,518 

Ethernet frame size (Bytes) 
Nortel ERS 4548GT-PWR □ Cisco Catalyst 3750G 

Cost per Gigabit of Throughput in a 
Standalone Switch Configuration 

o — 

$249.92 

$153.15 



cn cn 

° ^ $100 



$70 















Nortel ERS Cisco Catalyst Cisco Catalyst 
4548GT-PWR 3750G-48PS 3560G-48PS 



Y Layer 2 Jitter Comparison in a Four-Switch Stack 

as reported by Spirent SmartFlow 5.5 



10 10 



10 



9.5 9.4 



- 

I 



64 128 256 512 1,024 1,280 1,518 

Ethernet frame size (Bytes) 
Nortel ERS 4548GT-PWR Fl Cisco Catalyst 3750G-48PS 
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• 8-port 1000BaseSX 

• 8-port lOOOBaseGBIC 

• 8-port lOOOBaseT 

( Cisco 6509 ) jLaiiJI JjLSj ZitiJ*)^ 
) jL&^ jJLuj i "^'i ^1 J.-^> ■ jq..i ' (j^9 

( Tolly Group ) jl ^Jl diL^I !! ( Cisco 

djuljjuoJ^ jLiJI ,jJ jL£ gj jqLc J *s 1*1 1 1 
(J9J ( CiSCO ) jliiLu juIoJLlq Soi^ma 



Nortel ) iiiji^ jUir^l ^jj^j ajuIjaaJI 
■ LLo ijjjj (jgj ( 8610 

"■Iq" ■■■ 3 




ERS8610 (6) Jliidl 



:( ERS 8500 ) aj^Lc - 2 
,ou ( Core Switches Jl ) oj^^ll oAa Jia ^ 

(Jxo j^! cdLBaJI cLlILc lHjLiIIo ^jlIloj (^lc Ljujaqo, aSj'U II 09X 
oa&J ujULuJI (jjQ JjLl lLijj (jii |Q ^IjjLAalll oJul 

ojjLq d^jjidl lZiJL£ (jl LljaJ (j m7 1 n Ja^ djJLc ijLcjjjjjg golopo 
cLcjj-jo, eLJjgjgjo, sLLaiil jg^ cLlLosJI ojji <Jxo ^lc 
,"il<i.*ill Jbua (^ii d 1 1 In ^jaii tZijL£ (jl ^ojjxl LLig tcLJLc 
(jjj ^/l ji>9lj ^/ ililjjuL^UI jjQ f9j.ll laas Jla gja JjoLrUI jbl 
.^fllgja oac (jii l2jLlqj1oJI iHjLLo liilLaj (^Lllg cLaiiJaJI lHjI^jjIJI 

ERS 8610 Resilient Terabit ) J-ugjaJI ^jq"-.-;) 

:jL^JI llfii Llacaj ^Ul ^IjxflJI u'^*.»9 ( Switch 

Core converged networking: 

> IP Telephony 

> Wireless LAN 

> Data Center 

> Wire speed IPv6 

> Wire speed IP Flow Information 
eXport 

> SMLT with sub 100ms convergence 

> High Scalability Multi-Cast 

> Integrated Service Delivery 

:^y&a cLialll "iln.^lQfil I 'A II 1 La| 

• 48-port 1 01 000/1 00/BaseT auto-speed 
Sensing 

• 30-port1000 SFPGBIC 

• 3-port 1 0 Gigabit XFP LAN PHY 

• 3-port 10 Gigabit XFP LAN/WAN PHY 

• R-Modules require 8692SF 
- Additional modules: 

• 32-port 10100/BaseTX 

• 24-port 100BaseFX 

• 16-port 1000BaseT 

• 8-port OC-3 ATME 

• 2-port OC-1 2 ATME 



OJJ v_rd| r»-vg«nll 



15 



® Network Set 



Issue 22 - January /2012 




N&RTEL 



Rle Edit wew option Adrnn Tools Wlrdow htelp 

\ @ ! j d3 b, <e> 1 1| t g g 1 1| [Si" ;g [T si q gj, a <a ;| 



liia^^iesas/S * is s? ss ■* ||[x a &;| ^ 



IntbCenter 
til Alarms 

Critical 
£\ waning 

!i-D Caution 

Basel nes 

Q Custom 

VlQW do mans 
IeII Resources 
^ srldges 
IflJ B_4Ns 
ilJ Hubs 

[P-T9l9pl"cnv 

[P-VPN 




O-U _>^AJI v_rd| rS 



16 



® Network Set 



Issue 22 - January /2012 



N&RTEL 



9I u'' 1 ' 1 *" gjJoluJJ (jUI dJUO^jjJjJI (UL^IgJI ,jJI dLoLu^^L 

pi '^'■'■■■1 djul^jal J-Q9-U iLsuii ljIjIjx^/1 1 -'-^ a^ajjjJI 

0 ,ia..iLj 11^9 .( CLI ) JL lsijsu Lq 9I ( Console ) Jl 

«di>gJLaJI» _j jL&^JI a^ajj cLJ-ax Llj joZi ^Ul «uLijJaJI 

' (jV^jc"..il (j| 1 1 1 nl II (jjn"."<"...g *'!<'"' II 

>*I 9 '2I 

^jj&JI Jnilul'l II (jjLlJ ihh^iCl II lAifc ^JagLui dLllAJ 

( CLI ) Jl ljIjIat^/I 1 h 1 i>i "iKj"..i«l 



Jl La£ aslj (j£ ^9-19-11 dliujlgj 9I jL^JI ^ '3^3" 11 ( Console ) Jl Aoio (9-|>la (jx Lai Jg-^all joIj 
: (j 1j La£ (jj"--'" J£ ^lc Jaj jaJI jjojJI J^^IIuj J^aJI ( SSH ) 9I ( Telnet ) 



User EXEC: 
Privileged EXEC: 
Global Configuration: 
Interface Configuration: 



Switch > 
Switch# 
Switch(config)# 
Switch(config-if)# 



Jl La£ asu (jx £9^1 Sliujlgj 9I jL&^JI jq^qqII ( Console ) Jl Aoia £j>la (jx Lol J9AAJI joIj 

( enable ) 2ull£ 0 »<; ( Privileged ) Jl ^ 3 "-.«i ( User ) Jl ^j?-.* ^ JgA^JJg 



_ 
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( configuration terminal ) ■ ■"<■ ( Global Configuration ) Jl ( Privileged ) Jl 

"X cbJj^g ( CiSCO ) _j u^liJI ( IOS ) Jl ^Ja p ^"--»" ^111 l/t\...n'i .HI". ^ .".UJcTll j| j^l ^al^JI jja ^..^1 
.^Ul l^iLJ SiayuiaJI «L£jLaJI ( CiSCO ) ^9 LljL£)AJI £juo-^ ^IljLS I jl Lojlq cUZxJg ^"'^ . HI? ml 

JjI^aJI JjjlaJI ^ J.^M ( MAC ) jfai^JLaJ ^JJ jg ( MAC Address ) Jl J 9 ^ Mia Lijjl 9J JlloJI Jjl^j ^jls* 

Privileged ) Jl ( show mac-address-table ) ■ ■"<■ jl ^LjaJ Sag ^q"" ( Interface ) JJ 

: (jJj Lo lil j^^-i ( Global Configuration ) Jl 



Swi tch ( config ) #show mac-address- table 

Mac Address Table Aging Time: 400 
Number of addresses: 13 



MAC Address 



Sour ce 



MAC Address 



Source 



00-00-81-9B-12-78 Trunk 

00-00-E2-1F-9D-0D Trunk 

00-09-97-89-82-C1 Trunk 

00-0C-F8-61-00-01 Trunk 

00-0F-6A-82-2E-C1 Trunk 
00-0F-CD-BF-1E-8 0 

00-80-2D-6E-47-82 Trunk: 



3 00-00-E2-13-38-38 Trunk: 

3 00-04-DC-6F-43-F4 Trunk: 

3 00-0C-F8-1A-0F-F8 Trunk: 

3 00-0F-3D-E5-28-01 Trunk: 

3 00-0F-6A-82-36-21 Tru|nk : 

00-80-2D-6E-47-38 Trunk: 

3 08-00-20-9F-F3-2C Trunk: 



Jl ^9? .,m ^ii ( shutdown ) djJUJI aaAsH\ ■ "><'< .a«.^? ...» jjd] ( Interface ) Jl j^I Ji£ Nia Ijjji 9J9 
( <shutdown port <port number ) 2ull£ 9I aqIoJI J™.... uJUJUg ( Interface Configuration ) 

.ctaflj 2^>9 [oIxuJ (JaJI Aolo-ll Jnnt ..i ^JUJLg 
I AiL jn.^ ojQ-^Qfl II -<l« Jc"ll gjuaa 111 jffshi hi ( Enter ) jj ^_Jx JaibiaJIg (jgluio <jl ( ? ) cLl2£ *iic 

... (jQ?iii<n II 

cLuljjidl 09LII 1 asLua (_ya (jjLsj ^111 "<l......j« I Iq "iKj/M I LJlia Ma ( Nortel ) Otalla J^ni'i ajLlIII ^yi 

£io La ,jjl "'"j"" d^jjli LajLj Ljl (jjl Lo£ LoLu c^aIj (J i> JLJI gj& LaS dU^jjja^l "<K~*.«I I jia^. (jjs 9I 
( cdll j jL MjgJa (j-tJjJ ) N'«""<" cUjqj £Qtiiuig Qxqj LaJLhJ 1J.UI9 LjL^gJgl^lll ^LkiLI «Ll£jjjo^I ^L^jjidl jLHaI 

..iljlj^fgajl u!jIjLjlLo9 Jj jjuMoJI 
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v>6 fnri^l mq U_S2_o CLilLcl £uo 

"on ■ □ * 

cLojq-^Lq Ojjjx cLL^o Jql d ijlj p i hiIq jjq Wl 





cLLoLii Q 1 kw'i - £aulg jLulUI 

t"ii s\ I'i A_lo^ ■ 1 ml i'' nol'i^p cLuiLcl rop 
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WBIV 

b0 <* logical volume 

n 



: ^^LS AjA^i BLV (LiuL jo£ 
Mklv -t boot -y hdSrootvg 1 

Crfs -v boot -d hd5 -g rootvg 

ojaEJI (jLSjQ aj>a^ BLV t\ i'ii'iI 9A LLa olLslq |<uj Lq 

Volume group: rootvg Logical 

Volume Name: hd5 
-ile system type: boot files 
system size: 1 physical partition 

ti^gj (J.UI jjLoJI aja^Lj tiUj A&j joj - 5 

. BLVaJx 
Bosboot -ad /dev/hdiskO 

duic a^9j (jjJI jjLlJI cul |oU^UI |0^iu LLag 
rootvg ,^1 jg^gjoJIg hdiskO 9^9 

JJ j JMii jL&^JI JjlLIij Ajlsu .JJ j arj |OJ - 6 

^J| d-jlghnl^/l ^Ic 11 BLV Jl Jn'i l jL&^JI jQ9^J 

^JLULig lILojj jjLlJI (jlc j^^aJI BLV 9A9 hd5 
. lHjLlj 5Jbi (jii ^i-uol |oUalll 09^! 




BLV Jl iljjii) I jl IjLo : 

^Ic ««boot logical volume 

AIX (jiK lQ l II jilJJLuJ 



lHj^LJI L-iicl dU^I ,S2jLaa I* IjjlIS ojIj^j joLi Jlg^uj 

09^j AIX Platform ^Jx Jaslj jUI ^jjuuJI 09^. 

».**..„ • ** ** . 4 r 

2_iLc lHjLSxJqj iy&9 ,>-jLuj 9I J^ljgl jii^jLuj i_JLsJI (J i> 

ilijL^ I jl tjUtoL^g JUacI (jl l^9Aa Jbi ,^Jii> .JJaJ ,<L£jjlJI 
cLlIc oJQ^Qnn II lLjLjLuJI (jl Aaog joU-ai-ll ■ nog" i 2 n 1 9*i o 

baCkUp Jl i>Q ^LjLjLjJf ^b.>Lul ^Jj jh.^lnl LiLAic 

jjlc IAA9 jjllS 1I109 (jjc'i'.-i" dulox (j^ii LiLj (j^aliJI 



: J^JI 



: ^j^II £LljI 9A 5JLJI odA ,^0 clLslq iILlLc Lo 

AIX Operating .ollaiJI a-.i 3 u...i JL^jLj ,o£ - 1 

System CD 

Iau LoAicg jjjinil I J ^ ojLcI Jjasj joii - 2 

.JJUg maintenace mode Iaoj ^ f5 ^Jx iaL2al 

5j_Lab/l d^ul'll) (JX IAjlSLJ jL&^JI £^LtOl (JJO 

'"lull I9 Sjlghnl^l (jjQ RAM Jl ^jh OjQ^Qflll II 

, uiLujjj jjLlJI (jja 

^JIUK 9^9 d^l£JI ^> AJliJI jLIii^l jlill - 3 

Enter Maintenace Mode 
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ijjjjJJ SjujA^JI ^jrlj./tll ji^ii (jjQ |OjI J 9 JjoL£ cLluj J<"" a^j cULj^kJI o Jul jl |OCj 9 
Ethernet-to SjLiil ^^9^0 LuilloU aidl* Liui 21 <>KJI ^j^l J>JI JMi 
9 JsujJI 9 "-jliSjUI (jJI ajL2a2L >uLiJI JjLS ^ijli&j (jic from-fiber convert 

. j \>r\*r>'~\'ic\ II j 1 1 1 in II 21 Lb,\ i-\ 1 2 ^Ul 

gJal^u jUl 9 Lightning Arrestors ^clg^oJI gjLo jlAa. pi ^"-1 9^ t^lUl J^ll 9 

• Iqo 50 j-C 2 Lojlc [AAAa djoxo J^aj ^9x19*^ j-o <Kii"ill J (jl 




J ""'J jL±J JJLU (j UI 9 cUjQ i_ljJLILj JjOJ (jUI (jrlj.xxll jjjQ 3<i.*ill dULoj^J 1Q9E-J 9A 9 

jLjlUV llm -Shunt -jjjjcllj jQ^oj ^ip. ,(jjl9dJLj Japjcdl slgjiJI (jjb (jja ^jlg^JI ^Jl 
^jjjjl i l \ \, \ 1 9JL 9 ,5jjLj gjU 1 00 JjLslj cuLoj ojlo ^ till j 9 ^_pa_yLlll iLagJala <jJI 

.cLutj 9J*S 1 1 fl 2 (jji 9 (9»-ll l— IJiia dXjjjJ (jjQ lIiIjjO J_lLlC 



1°^ - 



3-ujff>^ II "il'i^will jLo (jjLUL LlIa cLljlu^j 9I lJiaa (j I ^gjjJI LoAlaj 

jp .lightning arrestor Jjax Sj£i> ^ oAa 9 Lu>ajk JLogLoo Ji2l <9-j>bJI 

JL Jinto J-jL£ (jJI |<u j-o cLogliLo J.B2I jLoaJI ^1 ttijLjffs'^ II "■! 1^ .'^ II Jjq^" ■ 

lla t^xlg.^ll ^jLo jl ojjipl jx Iajl5lj Grounding Rods ^aj^l 

Sju^UI Sjiji^l Fusejgj 
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joUaj ^9-^9 (jii ^/j JjQJ2j ^1 Ijjfc (3xl9ua.ll gjLa jLo I JusJ 9 

1 ij/T\< II ,"il'.-s "ill J ^ I r trl..< 1 (j^n! ^ (jVn^ijI" 

^< 1 mi II ^Jl Lad 9^ jjo ^oj (jiapll 

■ JUuiaj OJjQ 9 (jrlj.^ II gJLo (J j> JjL£ LklJJ |0-U 

La ojjla^ eLogLLo 9J Grounding Rods ^y^uu (jj-"^ 

I jjiJ 9 jolacl d Tilatl (jiapll (jjjjAj 1Q9I 25 (jJI 5 jju 
,jic J^LUI 9 1 I dLLLo SjogLLo JI9Q jjo £i>r\ 1 jl j_i!>Lo 
J I'ini (jiii I'll'iui II 9 1 (jiiLxflJI ,u,n II J1a jinVnll ^aaJI 
1 2.2.2 sjjsJLj cuaLiJI "iln.^-lQfil I In ih laa 9 (j^LiiJI 9I 
EIA/TIA 222F ^ydLaJI jLlraJI j* 
^I>jI tjlfl £I>jI (jLc ^irj.>>j« iZjLulg^JI (J9^j Labile 9 

,oIj Grounding Rods2Lu2aj2l ji<-^s» jLo JgA^aJl 

d_LaLo jLuaoJI odA j9^J 9 £>}J' drj' J-^ L&j^iag 



bridges 9 acces-spoints Sjdiaj ga p (AIR-ACC245LA-R) ^clg^a gjLa gUjL 3 <-»... ,0903 9 

y RP-TNC "iN.^Qfi pl.\V;...l ■ djjuzigj jqIj ^<l..i*>f jl^-^ (jl 9I 





£j La 44^9 ^lu-19-J (j-'"'<*>/* 9 (jjIqi^H jju cL&ilsgJ ^jrlg.^ll gjl^jQ ^/y joIj 
9I SiIMjJI ^ii'iill jl o^U"..»" (jj .LoaLu J^aLaJI J-jLSJI Jgla ^_Jx 

9I (jjIq^IL j ml 10 J <, ■'■ 1 1 cdajjj jl UaJ gilaju*ij 9 dKlni^UI djaghml I djLAjliJI 

RP-TNC "iM.^j« jq ■ (j-i..i<^fi 

jjo <ul iliJLa , Jiiaol jL£ Lal£ (jjlgfoll jjo jl^l ^gxlQ.n II £jLo jL£ Lal£ 9 

g d< 1 Tii II ^i) ojjka.^1 J£J cLLaa-ll Jaii 9 J9^l j-^L^JI 9^ jg< 1 jl ^1 ihll 
Lii^l .~ilji<« (JjjQ Lliijgj (jiIuK^I-^jjIqi^II Jaii ,jJx , h 1 "\yj ujIaslqJI 

^ attenuators .-.iv^m 9 Splitter iiiLSja^Jl 9 Repeater 

(jjlQ^II 9I JQ ' (j.<..i<^|l g (jrlj.^ll jjIjq jju dixA^I iliMjL^JI j9^J jl AJ^I 9 

ojLii^l (ji> jjll^ Aoo (jii 1 ^Ia oj iinn 
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(jl LoLoj lXlHU (ji^JLo (jjIq^II (jl ."ii^i cUiifij (jjlgiftll (ynj 

(£jjJq (jx ^jiiLUI jLUI gja clLoLxj aLc aLI j 9 oa^Iq ojjqJ 
Jaj d^xiiJI duLoji cL^bij 9 Fuse d 1 Tii ) djl lIljla ,^gjjJI 
d 1 1, m "i (jja aj^/ 9 cLlUJaJI cujLo ^IjI^I 9 <x1aGlo ^LlIjI (j 1c 
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t IP Service Level Agreement (IP SLA) cLuata 




I III Mil Hill! Ill 



(Ijj djJUJI (j^M.^^ II (jjjLLj ^ " ■ ■ ■"■ IP SLAojjlo 

All 

(Delay (one way & round trip o 
(Jitter (directional 
(Packet loss (directional 
Packet sequencing 
(Path (per hop 

t 

gi^joJI 9I (QjLiJI (jjo J 1 a Vi II 



UDP Echo, ICMP J^Uag ^> JL^u2l 

TCP Connect. 9 Echo, ICMP Path Echo 
(Voice-quality metrics (MOS 0 
IPJio .a<..*.ii >^lic ^LS Ijl Lo ^E-u IP SLA 

address 

.responsive 9 active*. Lo Hostile 

: Cisco IOS IP SLAs Jac 2LlLl£ .1 
c(operation) ajJasJI ^.nimi IP SLA 

LmJ^j J19UJ ^ui Packet J I £9j j^j ajlLqx J£ 
LajjLcg Destination ip address 9 Source^gjJI 

(J UI 1I109JI9 iZjljItlC^il (J OuoSj .djQj^JI (j^jLlQ^ (jjQ 

Jjjjjj (jl 1 1^ 1 (jUI LjljjaJI JAC9 iLaxSja^ (^Ul 

Lo aja^j IP SLA SjlLqjlI <>£aj iJLLqJI Jjuj-j ^lc 

ICMP echo packets pi ^"-1 D 
end-to-end round trip response ^LS 0 

(time (ICMP echo 

.|09jlJI J9J0 <.£jLqj 5 J£ joj-xll JLujjI D 
JLujjL 1Q90J jjgj ,jlc aaIsj IP SLA l^iLlLox gjti,^ 

OAJL^ dULfilil JA9J9 iSjqLsJI OJ^fiJI ^u^Q_l clLoujI J< *»H 

SIlqJI lIi! j LLuaHJI (jlag * SjIloLlqJ 



OjLLqjQ <* ^ 1 ■*■'■ sLiliL "iK 1 "1 II ^jjjAjjLjQ (jjQ ' ■ toll JQ9JL1 
lIuAA Ijl (j£A A n \ n II lIiLoA^JI jj3 AjASjl ^£9^9 

(J99AJJ (jjl jja I9JDJAJ ^9 (jgffsi 7 1 jQjSuLq Lo 3 L£ mo 

■QAmjLSj i-QjJa (jjQ iQJLjlLc JqXuXQ II .Uc.Xl I eLajLU kill J9 

dJLblg iQAjjgj ,jJI i5^9J Lqjq ijjLjJI 9I (jjuaA^luioJIg 
L^iLauJoj l_iLlsJ ojLc (jgij IAA9 <3 K.*i« II aoI 
■ (jlc IjAcLuij Lo ojLc ,^111 ^<'"'H jIjI ^LlqIjjqJ 
JJiJI (JjoKjo jj-laj (jlc 9I J II ^ijgAA 
(jjo dJjLuJ9 J9A II J9K1111 JLHjqJI 1.1a <S<i.*«ll 
9^uiJLuj |oJLc oJ9^9jqJI SiuiJI sIjI cLloIjj3 JjLujg 

Cisco IOS IP Service Level Agreement (IP ^9 

.(SLA 




Cisco IOS IP Service Level Agreement (IP 

lHjLqqIqq II ° I 9 "iKi.mII dLLoljjaJ 3 Lujg ^y&(SLA 

(generating) Adgj 

o JAa « iZjIjIacI ^jo i ja^jo (J jjaj J^Lo ^ aLloIjUI 
ijJx Ajulxq | > y^9 .LfluJx J.^^ « II ^uLUJI ijjjLlo jqoj 9 t 

A^lg jLl^ pgij source-responder model 

jLo^ (jja Ijj jJqUj L0I9 iiiLcljUl ,u Iqi i (jAlQjqJI) 
JqLqUL I";-'" aSjq jiJ jLi-^ |Q9aj 9I ( (1 JULa « ll) jiil 
ji>9J g jgoi II I ail .cu Lo JAQJ9 J^jjjjqJI aLloIjUI 
HI109JI j 9 jjo gjo S^lloJI pljl J 1 K'il SjlsiJI ojaEJI 
1 "^"'9 <.sIj^I ijjjLjlLj 109JL1 LaS ioja^jo 1.09^^ JJa 
AjA^jg 1 (OoS) SjQAidl oJ9^ jQjLJLfljg ijLUI ^Ihn'il 
(jja AJJI9 idjoALJI (jgluio (jja ^n^V IIq J<l II 



OJJ >£tiAJI v_nJ| r»-vg«nll 
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Normal Server 
(no special 
services) 



(j.iVi^ct I | jji (jJsisjj iliia cojLc Laic ■ (jj ^Ul 

Real-time ,op. JLujI 2LLasJ ^Jlixdl JLlluj ^Jx 
(j^i^jojl ^^uiu L&jaI .op. i (Transport Protocol (RTP 

orjh^ II ,^0 oMcl J< *<N (jjLia 9^ Lai <. VOIPjopl 
iuaJKa Illia jl 9J La£ jJjL R2 J aLJj aslj <jZaj ,oj .1 

♦ J<nlll (JJO 2 

£a Cisco IOS IP SLAs JUjlu^ Jlio .2 

: Responders 
IP SLA responder .oIa^ 



Liul 



Thirdparty) o>l^2 3_^bJI 

JMi. (jja >i>9i3 2 JLcLqI >IiLlSLqaI ^1aj9 (device 

IP SLAS Control p ^"-<; j i.^«ll .ICMP Jtj^tpg^j 

,o>^ JLujI J±S Respondergja LMgilJ protocol 
^>1aj t IP SLAs control JjUj jjol °jLj>J .jLii^l 
9 Sourcejju Lo MD5 Authentication pl^ilml 
-.ijU^n ^ ^juji J...I...VM ^a^j .Responder 



9^ Lo£ <. Responder^ jJI ■ IPSLA3jlLo£ 

: oljjl J< *»N ^ ^i'nf)fl 



IP SLA^a ,o>JI J';"" -' 3 JUjl 

,jJ I iflj^JI JLuJjL (j^fl I I P SI A3 Jar ,£jjJa ,jx 

^Jl LiJLjjl AiC tjjgj 9I hOSt^JI (I9UJ 4 IP jigic (jl 

2 host ioMcl J<*. " t>=JI La£ t host 

(jja */aj t dninio ljIjIacI 9I (j^Li £ualjjj <jl ^Jl £Lo_i 
t2ijL£ I jj <ul ^Isu I lag .jIIsiaJLS Jjoaj host Jl t aU j 
jj 9> jj ^j^aj^host (jJI ,o>JI Jujjj IP SLA SjlIac 

joj^JI JLlijLj |09aj (jlll L— »l jlLoaII ^Igjl joIa^IujI JoEi 
jjgjll C^AJ «.JlAflJI J^;--' (jlc .host Jl L*&£jAj (jlll 

ICMP echo requests.. TCP connection ploalml 
(jJI HTTP GET requests JLujI ,^1^ glrequests 

oAa (jx 5-jLi^l J9K1 hi jQjLiJI ^j^l t L-1J9JI jojIA 

jjgj ^Jl [Q^xll Jajjj (jl LJ^jI IPSI ASULaaJ j^m 1 
^Igjj (jja dAujIg d£Qfl)fl IP SLAJJ (^hszj Lqjq ij^l 
Jjjjjj i_ag.uj 3 J ctc II lIljH I jl dlolajaJI i— il aIqaII 
ICMP (Jio t (jj?i 1 ih J<i'ii 1 j^jluj a±su jjgj (jJI (Oj^-ll 

(jJI gll^j ^ jjgjJI o i& 4 echo requests 

IP SLA jpQiftna |OXAj IP SLA t AlJj gjQ .(j^Li jIacI 

,oj ioMxl La£ 4 responder 

^j>JI c>£ 21jI^U IP SLA responder ^ R2 jIacI 



IP SLAs Source 





Control Message: Ask R< ■<-:< -ivor lo 
Open UDP Port 2020 



IP SLAs-Control 



Responder Says OK 



Sending Tost Packets. 



P SLAs Responder 
UDP Port 1967 



Start Listening on 
UDP Port 2020 



IP SLAs-Test 



Done: Stop Listening 



UDP 2020 



OU j^rJI v_nJ| ri^Qnll 
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Time) 2aL±Xl ■'-'^i responder^JI jLIaI 
laLa ^Jx jUil^l JjLuj JLujI ,<uj. (responses 

.2020 

Ll±1c LjLJLiug jLiil^l ,op. Responder J±£j .4 
in" time stamp" SiLiaL ,09^ a£ t 3jLLo*JI fgj ^ic 
J^l ^ idJjg tSubk^l SLap. out" time stam" 9 
unidirectional packet ^9 ^ CPU o^Lma 
Time) SUiojJI gJglaJI Jitterg * loss ^Latency 
f l>*l ^ic IPSLAjai^o acLoj (stamp 

processing Jl ^99 tdelay ^ u^lg obG^ 
j^jojl lolaJl Jxtislj responder^gij .responder 

(L&lil A±C 9I jOj^JI (jlc ■ JULS-l (jl A5LJ JAl^jqJI Jj-q (jja 

.JA^jqJI LILO9JI 

Cisco IOS IP SLAs with Responder : .3 

Time Stamps 

■ jLll3 I LIL09JI ^-jI^Ja jqIa^IujI cdiixijl J^i'iill ^39^ 
IP SLAajlLox ^ (round-trip) LLI9 LL&j ^gJI 
gjjj p IP SLA JIjal^jo . ResponderJjaiLLuj 
. RTT)round-trip time) ^9 ■'■ oaJ 2Luaj gJgJo 



ajLuj source Jujj control Jl ai^oJI 5uIaj . 
(jJIo^aaJI iPfti Aa.i«r ,-.i« 3 ic» j» j 3 <-~ Control 
Responder^ IP SLAs control port UDP 1967 
jojdj i Jg^gjgjjJl <j«.x"~ control Jl dJLdj t router 

i oMcl jOujjJI (jii (jjLLfl ,5jJjclsJI 0JJQ9 1 ilalaJI 
. IPSLA,o> jllil^ UDP 2020AAiaJI r ' ^"-i 
MD5 JLujI ,ol| i MD5 authentications^! f& 
responder^gi^ljg t control Jl SJLuj ga checksum 
authenticationajjac jjJAi I j| . MD5 checksum^ 
^authentication failure » aJL^j ,09^ 
Jl SJLujJ process Jaslj Respondents La Ijl .2 
£jo1luj9 jauaaJI ^Jl «OK » dJLujj J^jjj <uLq * control 
.oj^jo oaaI COntrolJI «ULdj JA^aJI jiuaJI (jlc 

controljl 5JLujJ processjAc «: u "-.; 2 jL£ I jl Loi 
Responder.jAi^aJl ^Jl erroraJLiij g^jj L&jLat 

J9LG oJ^iaia IP SI AtliLLax ^lc ^LjL^^I ^lc jjLo 

ilalaJI |Ojdj (jjjxu (jJI JLsaj^/l 
^Jl IP SLA2Ldax J£uj t «OK» 2JUj £b>jl ,oj I al .3 
jojji Sac JLjjL jal^jqJI (Q^aj probingSi^jjo 
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l9jiiuij ao ,djJLsiJI AJ9J93I lIiIj (jjiib/l tliLLaaJI u'-^ c ■ ■ Tldh-\lll ^ jLli^l jojji J^j>j IP SLAJI ja^us 
jLuii^l djajji (jlc jjJI (j9^-i ao t JLLqJI Jjlliaj (jlc 10JJI9JI |QpU processJjoxJ (jjigj (jJLua II "'Ij""* jjgjJI 

iqMIuj^I ah-sl (jjo M£ responderg^aj <.(delay)^jL^LUI ■ <i--<^i ^"-n iiq» p""! ji ur.^i j9_iUa ^0 ^9-^9^0 
.sub-milliseconds a*. ^Jl SLLlSj LAS9JI gJgJo jli Ia<lJ ,2uL^II 5jo>^ (T3) JLjj2I SJasJ 9 (T2) 

^3""'" ,jlc jLlii^l djajjl cLJLraJ (jjc"..i« II tliogJI iHJj eLajLO Aj.lVl'l Tl(jjoT2 ^j^J IP SLAJI j,\>r\o 

Ial ! <i--<^i . RTTSjajLD aja^U T5 (jjo T4 ^jKj IP SI A IalqJI ^piiu <9Aikj |o1j . Responder 

Network J9^9jgjj jIacI (j-o aj ^ n^JLULg itLcLmJI jAwaja (jjjxu (jjo ■ xtajaJIg jAt^aJI (jjaljlj (jl , n i i jaLUJI 

.(Time Protocol (NTP 



:Cisco IOS IP SLAs jIacI .4 
: ^ La£ ^ ICMP-based IP SLA jIac2 iuaUJI "IqU^H 
ip Sla Sla-OpS-jjol .qiAilujb iiJJjg tAjd-oai! jac (JJLJL52J9 1 IP SLAaxLax sLiijj : 1 oghMI D 

. number 

ajasj lIH^qj JCMP echo J a....'. II . uULft*]! (jjo fgill IaoxJ ^^ajLaiJIg jULajdl aja^j : 2 oghMI D 
icmp-echOjjoi jolAiajAiL ^iJjg teUfc^gJI jOjjjI 9I jAuSjqJJ IP jlgic tLyUliilg i eUL^gJI jOujI 9I eUL^gll IP jlgic 

{destination-ipaddress| destination-hostname} [source-ip {ip-address | hostname} | source- 

[interface interface-name 

■qlAaluiLj Jll 49 idjulill ^jh dlujjjoJI joj^JI jac ^1 SjlLmlII frequencyjjA^j (j^oj LjLiiJ : 3 ogh^ II D 

. frequency seconds >J 

ip sla schedule sla-ops-number [life .jJ pi .tVf-.i . ^jo,,. IP SLAJj^iu ^9 jIacI : 4 SglaiJI D 
{forever | seconds}] [start-time {hh:mm[:ss] [month day | day month] | pending | now | after 

[hh:mm:ss}] [ageout seconds] [recurring 

Tii II fLuii^/l (jjo ajasJI 2LlSIjj39 jLil^l IajacLaq I^*i<«^ (j U| SjlISUI oa& (j-o LLuSlLjI ao j^-j Ia^j 
sLii (jl L_Ljjjj ^9 i>iq o (jii joSLoJI (jl (jIajI LaS ^jjaJI ^9"^ «l I s^jii tliiuialg ^jjiJI ,"1009 ao jg^l jl ""I 

.|O^Lcj9 dill jO<hn-\.eOJI 



vju j^^H v_nJJ rS-NQoll 
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Aii-Magnet Enterp 



rise JUia 




/inV II 1J90I J^J (jja Si'im II oAa 

cU£lui^UI .-iKi.^ill ojbl ,^0 SjaA^IuioJI 

jjgjjLi (jjQ d i im II oAii OQ^''"'Q ,d-oAiia II 
"■ ■ ^ (jlc i jjg .-inj..i t ,U i"j i 

■ "il j i , " 1 1 ^ i i'i'i 1 1 ^ . .i. \ i /*N ft I A 1 1 n" I I f v \ AN ^n . \ n" 

d^jjjjJI (jx (^±0^9 Jirinfi J < ■ dn^rg <Li_ijx 
. " i i — > . LajjLL Oq"Q"j (jiil SLaajiaJI di^LiMJl 
Jjp9 SjlLq jl^l cdiLAjg JjqjlII jQ^jLic J ^ ■ ■ ■"■ 
di Kni^UI ••■!<■ (jr>^n (j^/ jp^'if. dJLQsUI 
lIuJI JaLaj ^jjo lHjLLq ,jlc (Jq'i^'i ^Ul cba.ajla.il 
. Jff\ni II jjq^L ^jiii I (jjuaAaluioJI .Ji^lg 

,"il<i.*ill (j q |j_^ (jJLc (jLol culEUI oAa |Oa£j 

Rogue Access , gJal^u cUlLuMJI 



SEj^bj lALutagj jOJ (jUI l-uJI JaLaj Points 

■ A1C9 . dAJ llJI Sjl AjQ jolc (J9^9 dJXjjll JJX 

JJLC eULljlaj li^l^.^j" |OJ (jUI AP OAii (jjQ ^ I 

fljjjQ cLluxj ojjIiLua a iim II oA^ jO^Hj ,SsjjjIi 
£2lJJ till j A5LJ9 jIAjj '"■;•) jl.l1/-il9 




OIlLQj 

AirMagnet 




AirMagnet ^LIHj ^jx gjcu^j ^Jg'^l SjjaLI JlL ^2 



,cLuLaJ2l Fluke cl^jjii Jjo clflALo AirMagnet 

lIi^^I gjLlLtaj (ji> ^i.^.^^'ifi II LjL^jjiJI (J90I (jja (jiLg 

."il*C 1 ."1 I I I c \ 1 n I J " *\ I ,"il n. \ -\ j f> Q *i nj *C" 1 n ^jS\~\ n 

."i^K « ll/j f l ij^<ll 1 |jlc"~i ^jJI Jjlgj^l ^jja LijJL£9 

AaJ (jlc s^iIaJI l^l---'' JLLaJI 1.1a LLjl ^1 . (jj^ll 

idJjg .Airmagnet Enterprise cUISj ^9 L&jLlaj 

(j^~*-" I tZj^jl OAC (JX (jjjLd JJX LLlA^J (jl ASLJ 

. Fluke c&jjii (jja cuaAojoJI 9 iliKiuill 

H AirMagnet ,oa£j I jLo 
Wi-Fi Jl cUl£j ,ocaJ AirMagent ^ 

ifijLa ,3 II ^jjLuuaJI 9 L°jl£jjiJI ^Jj 5jj 
J i K'ill L^lo JliMaja ode (jii till 11 m II oJui (jni^-s 
AjlIlqJI "iK 1 ■*:■ II ^0 «Ij^/I , h 1 rng d-ilm-s II9 jOJjcuzaUlg 
jLlSjoJI iIl^j ^j-iij i^lllg cUHujMJI ojdl^l ^lc 
lIiLIHj a^I (jx |«9xJI p<" '^'■■■■q . IEEE 802.11 
. AirMagnet Enterprise cUIEj ^9 AirMagnet 
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Pick the notification t»pe you want to add 
O SysLog 
O Email 
O SNMP 
O SMS via Email 
( ' Page over Phone 
O Pageovo; Internet 
O Pfav Sound 
O Instant Messenger 
O Evert Log 
O Print 

O Device Black 
O Forensics 

O Ro9L« Device Ossification 



Policies aja^Jj SjujIII olm JjlaIj .*\l\< 

"'l^ i lIuJI JaLoj jolA^-Ldlg Ja-jj lUiLuLluj gl 

jOujI 9I SSID Jl XlA^J tKlijlll fljJjQ gJL^LtlJ 

Jig l^in 5jq A^kluxaJ I ■"<! iLaa II ^Igjlg "■ II 

.*i i.\<g djQ.^Tuiflll kluJl L^lgio 9I Channel 
*iisi> . p ^"-'"ii Frequency Jl gl jjjUI 
jo^Vini 1 d<iuilLi Access Point jl J^g" 

jolifuJI jli> i (IjaaJI ojaa La gjo ^iilglj ilul jxI 
Access Jl lJJaj J.nQff II AolaJI ■ t '?"\' [Ogni-n 
J iinlfu jx oj uil » a sljJjaJI jQ^LcLj [Ogiij 9I Point 

. Access Point Jl JJj £09x59 

IPS ^Jx 

t Intrusion Prevention System 9I 

(jAh^UI |Q '^'■'■■■j jLn^JI IjjL (jl jqIslj La£g 

gj& Lo£ (j-'i"<^ 11 9I Sensor ^"■■■j Loj dUlHUI 

: djJLUI ojgxaJI ^ 



(jaJI ojlj^ilg J 1 1 1 Vill ^oLjjj £li>9 [olialLl j inMirtsa II 
A Nngo (J I (J-LC9 liuJI dLkiLi gogjo jOJiJ ■ r>.')i<^..i 

djOit^Tnifl II dLLojJIg Ll_j (^LkJI SSID JI9 L&jlgicg 

^il j>'^Q " gj& La£ LL-J (jjLLvAlaJI tj^n.\k"..tn ll/j L^JLC 

: cLJLlll 5j9^JI 




dJLujj JLujjl Si'im II a Jul £jlu -'H.W 



jl JjqjJI (jii A^Jgxo (j-£j |oJ J Li. ^ii (j-< 
cULi (jii dJLujj (jSJIjlI gjoLjjjJI (jii ^jgjiiJ^I oajjj 
J i9n"i jiflj Lib-tig . cKinill (jlc La jJoa 1^90^ 
sIjoaJ >jjLEj JLuJjLj (j^liJI SNMP Jg£gjgjj 
(^Ul Phnt Sx^aLi Jaaiu Lbi .'li<aj La£ ,a<;uill 

. S linK II d Kulfl II (JX JJjilJ dcLiku OJn'll I O jQgjlJ 
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jO^oj diin'ill oajL (jl (> yL < Lajl cLRjIjJI ljI^jlaaJI 

. oj uil ; n f. IjaoJI cujjg 

9 Troubleshooting JL ^Islu Lojlq Lai 
jjlKJI (oaSj a 1) ola jti <, Optimization 

Jl 9 




,"il«jl"..ifi II dilL^ ,jx jj^HIj 2, 



J-LOJ. 



J I oal Lijgjlo 



cLcLall jIao ,jJx JjojJI ^Jx SjaLq ^^<I..<M II 
iliLog^l (J£ cLaLIq iHjLqaaJI gjua-^ jg^J (jig 
J<l.*i« II jx uj II sIjAjq jgjj LljI Lo£ . 

iMI.'Kg di<luiMJI ojdi^l ^IjIacL SiilalaJI 
Lul SjLii^l jLiiljl cLlLo&j dLHlsLuaJI J« II 
a Ki'iifl II aLuI y"'^" I* gjJolt*ij i , Jlg^UI 



(j^jLsj Lljlo "■ '^j ,^111 ^gJaLLoJI ■*! I*»<J , ojLij^f I 

..il II ■ n.*<~<~ ."■ i ^ , OjLij^l (jil (j'il IQi'il'ig 

Channel pi -< L&jlo 

tljAfl L&acI ^yJI Policy JJ ^g^jJU aLI jg ^j^a* 

Channel pi.*Vf-.i Jb. 

JliljjuoJI (jjag . cLLlSjo SjUoia ^ii LiJLiua Jjp gl 
ojjLo Liul ,^yL i Llajl di'im II oAi£ (jQ «Ll£aJI 



Mode N 



Jl Bandwidth Jl 




SKIulMJI O^L-A^I (j£ i n.*<<ll i (j.il ...^ II IjiL |Qg£j i 

ifjgjglJI AjlIaj Jojo 802.1 1 jLlAaJI ^Iiaj £ja!j ^ ^Ul 
^jo LtLJjuAgj |OJ (jUI cuiLuMJI cLlqIjjqJI kliljjuaL^g 
Ali^-aj . s IjaqJI jqJx jgjg cuxjjli jjlc cULjjIoj cKinill 

(jL AlAill I ■ (jil (jjjLlLA 1000 (jjQ ji^l JjIu 

(jja ^ogjo (j I (ji lijA^-j ljIjjjUI {jtzjlsH gl jJ^iii 
: SjlISUI o Jul jqIa^IujI ^■'■^q" ojg^ oAiLg . S^inill 





KSS3 




(jx (jjga J<"i <g (^l£j * H oAA jiigjg 



|Og^uL (jl (JjL^ujjg SKIiii^UI ojiL^^II (J^J ^uuo 
Jl Jjxujjg dL^IJi lIIiLjLlj oacLE ^_Jj cux ,_cwag ^ull^g 

gl iiiLugjjLflJl a^I Allia Ijj <u ^liJI Signature 

OAA gjJoluJJ (JjAI OJjQ iIjAA gj iflJL2U (j ■ ■ ■ ■ ■ ^ '■' 1 1 lIiLoLq 



Signature Jl JMi jja ALIjg o^iiiLua 2U1£UI 
SLtlnUI oaa Aliloj aLJa^ . lUiLLuJI oacLo J^..i«ll 

Dos Attack g Attack DoS ^>o J-'""" ^Jx ojaSJI 

Metaspolit ililgJ Jla ojgKLoJI ^IgJ^lg 802.1 1 n 

. Man-in-the-Middle "-*<g 

ALJjg Sjualll oalJ ojjqIui/3 uliLuA^j aLJLu& jl La^ 

klj^L^uJ Lu^jl iJJLii^g ♦ OAjA^JI I I I 
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(jl jolsij Lo£ 9 eubl , J^aal J^"*; cIj^I j i n. Vig 
(jjl J.^'i lTiLLlJI JEU 5jJLc dcjj-j p Aaluu Mode N 

gjAtidl J£j Ulc?.... jj <jZaj (jUlg Mbps300 
, ,jJx ^jajlqJI i_jLslII 1-1SLI9 



/V 7 f J.S.v J 'tM\itit>n\ f "er Siilitm 






■ 12} 


It 


)(K 




■ 1 w 




IS* 




■ 114 




JH* 




" 1 3 t 












■ 






■ I 


A 


t M4 




■ i:n 


2*1 


f(V 




■ S2 Jc 


261 






■ 411 


;i 


ITH 




■ 411 




IIH 




4114 


a 


!«. 




■ <S4I 


14? 


H (*• 




■ «M 




;»t» 




■ n; 


■ 






II < ■ 


a 






■ 111-: 




-■ i-. 




■ 11 1 ! 


21 






7 ft' 


■i4f 


■« t' 



J, , 

no 





Trrrr« 


Trfrrrrn 


1 1 1 1 1 1 r r 






1 1 1 1 






1 ' 1 


1 1 ' 1 1 1 1 1 1 



I Car? lint Dffnta 



1? & £ & 1> V *■* ^ ^ N S fc? I? -v 



Jbua (jii j jig l— iLlISLII oJujJ q I ^"j (jl d.^lni«j 

Wireless Networks 9 I s.o-nii -.k.-Mi jjj^j 
."■<<■ -*ii (jii i-Qjl^j jl u-' AiAiaJ 1 (j^jaj Ia<lj9 Analysis 

(jjjilj ^111 J <!■*■« II Jj^ j^ii lj 11 1 ^ 1 (jig d i^lniMJI 

.La.. 
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■KSi£ii !!!!!«iiiiP 



jj-ijL&JI (jjjoA^IuiaJI glla ■ ^/ . "■!<■. *.ll/j I.-nqI'.<VI1 jqJLc 
jjg^j d in 9I jjgjjja^JI o^L_jJ J-ox dinK jx <LLoL£ <kajSLa 
(jja J i In II |OAqjl1j8j jQjLjqJI jjo j^Jg , Lftlox Sjlojl^q "iKi/MI 
(jjj^/l a^JI joai> J-o^fl (jlc (jl <iJLLl 9 Lia jja oj^siA^L dL^LDI lZiL'jlIqJI 
lj'-^ c J |Q cLojLq JLqaJI IJuL (jii ^jJqI i-o^ijg. LjLogJV^joJI Lt^g Iji<" j_Q 
^jlin'i II9 lIiIs Ij-^I ij'^ c 1 J a ujj gj&g Lftjalaj |OAaXu±fl (J lc 1-19-1 <^UI ljLjlujLuj^I 

. jl£l SjJLaiJI giijg (jLo^/19 LI109JI j inr)'il Llj JjlqUI i jaj ^Ul 



■ UM-v I I 1 lr j ..1 I I djalS . 1" . il M . \ ^Tvl .7 1 . \ rt I n 

«uij9 ,jlc d 1 1 X 1 (jja tllLLag LdiijLi (J lc jq^qa II 
<uiii jja 1^111^9 Jj j"'9^;"<n ; ^LiJl Case Jl 

^>ialg Jaa *q ji> jjuj j-ij^-ujJI ^ "'I ■ ■« (^ii 9I ojj (j-lx 

■ -i^-jg jja^UI 1 jaj jgja^ll ojjL , pj^""9 
l-ijjZj (jUI jhl-sm II ^ii/iglig ^juoA^Iuiall L^ojLiaj 



EX] 
AD 



let 

CE 



ji p^'iLLaxI (jl j9>oJI lHjLq!^ sLiuL 
(jjo joLLaiJI djaMuj HI |j « iiaj uog^i (jflio jgjjaJI 



LllLLQ I 



iTjI jliaJIg JjLaKJIg 1 23456 JjLq p^lg 
JjLaMxg eLulgjiic joLojl cLLlSLi ^^'1 1 Lajljg ,d^i'rJgJl 



Lfcjala j (jl ._o_i ^111 jOi^^ilg ^9^1 ojxLEJI >il£l 
joAjaJ 3 K lllo (j I j9&Ja ale Uj^" '" v " ,,< "* * 
gjQ JLajl ijL 109AJ (jl J-lo jlAa II J ig/ii'i ojLcI 
joJLc jus SjlLqjlII LLjjL^j 0' 1 ^Q^^Q ,|OXaJI ■ 
^MSI ojLcI jl ((jjnlf, JjJj lil J9L1 J <'"'«'' 
J^j |oJ 9J9 , ojjl!^ J^Liua Jji (jii J<l*i«ll 

. jOCAJIg 



Me" (^ic (j^apj (jl (jUI djullJI S US 1 II 

(j^aLiJI jjjiUI j tfl\-\ i <Lull$ 9ja Ul" * 
, jOXaJI 1 (jlc cLAjJa 2 in 1^9 2 Ki'iici IL 

,"■1 rig lc/n II ^y^Lo IgjalsLl jl i-O-l jjLO J Q II 0 

9I jjuaA^luiaJI jja jOCtiJI ■ L^^Lla-i ^Ul 

UaaJI dJLujj :JojQ J^Llia (jg^'i ^Li\ oj^^^l jja 
ilijA^ Laajx (J&qj IjLo , (JjaJJj ^Ul ^jqI^xJI , 

dLiluJ^I oli£ , p"l""" 9I A K.*i« II Ajjj (jlfl , d Ki'ilfl II 
: 1 "\ i q j 1 n. \ *\ " . . 1 f> I I n . \ r 1 1 . 1 n 1 1 , 1 "1 1 ^ r\ I /^v II ..1*1 I I 

Igjg^jg dLiluJ^I oAi£ If) a l<> *i 1 jl jjUOtl^luiaJI (jlc 

, Laic 5_ibi^l 3 im< 1 dloL^ d_iliJ <-ic 

♦ ♦ c ***** **-^ 

sLuaLiJI jgjjaJI ci o 1^ Un\ Iq I <a tT> 1 jjQjo j i'K II tllLuL 
, dbjjjj 9I djjal jjx j^Lol (ji> IaS ill^ * p^"j^^l ■ 

♦* 
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cLialJI djuaJI ^jlc JaLo^JIg 
(Jia LojIj9 ,lHjLoqI?ci II 

SJajjiJI J9J >_uzj JIaj ^/ Lsula I.L&9 (jjuoA^luiaJI 
,cLSjjidl Jjajdl joLloj dujljjaluj^! (jjgjjia Jajjli Jj 
^Kj.'hll 1 do^aliJI ** ' I ■ • ■ 1 1 ■■■ II ^ ■ iia j" (j\ ' lLLIj I 
(jIa (jjjQA^luiaJI J^J d a ■ liagj ■ 1a '9 ^jgjola t(jjli 
S^Qflnifl II 9jlLq |o1sli (^1^9 iJi9j^JI ^^Ic JaLaill 

. C |Q^"I^N'^' ^yaLo9 S<Loli^7nil " " II 9JLLQ9 

Jj>±JI JjLij JLujI ^ jAaJI 

dJLuJJ JLiJjLj jqLo AO cUl p^.t-vl tlL/'j^j OJJO 

■oAxa |0^9 *.\\rt\ ILj ^jjlSLo (j^-^"< ^Jl cLugjl^JI 
IaI .^cLlLsLU cLlJ-uJ 9I Iaa dl.n-Si'il JjLuJJ JjjJjl 
A^LDI gQi^Qfl J9A (J9^J 1J19UJ dloLlJI dJoflULn 

jja^/l I jji jLu^ja £juia9J9 cuJI JjjjjjoJI iSJI jOujI 
^ajj aUaI ,Llj <>«■■■'■ ,^111 djLEjLoaJI dl'ia^fl (j'-^o; < 
(jlx ihgi'n II Jjii ojjo (jja jl^l AiS'LUL uiLLQAklij±Q 

. JLujj^I jj 

, .\ 1 ./Vt' Hq , ."iL.iqj 1 n II cLlLa^ 

U^iajoJI J99UUQJI Lsua (j-jLxj (J Lll (j^iSlll oULsloJI 
l jjQ p^"<i (jic JaLioJI 3<i.*ill dLLojij 

b?ih | > y^9 Lflnjjiij ,jJI (jj-j-ll (jjialoLaJI 

Afllgj LojI jqLl tllLLa (j^J ,cv'i'n 1 l-ig ^jja jjli^ tj^i 
J Laic ^jgjh.rio ij-^ ^-U-j-l ,a nin'i p II jjlc 

ojgh^ ^i.r>9J (Jia . |QAaIuiail dLoLsdl SJqSjJI (^Ic 
ojqI-i^ ^jui^9J9 jjxQjaJI dJgiTt^ c\ II JjLujjJI £lo 
JLl^lg ajuaDI °^'-^ l Q"Q «urLai^l JLujaLlJI 
(jja a£LUI QJ9>^a (jJI d 11 Till .Hl.tCj ^jgjUJ^I 
jLiaag 3-iLaaJI SLaJajb SalaLaJI tliLuAaUl jJil J9A9 
. J9AIJ9JI iliLuAaJj (jJI dLsLu^^Lj l!iLuj9jjLoJI 



ojJiA^II (jgoiiL La ojLc ^juaAaluiaJI (j-o j i'K II 
aLIaJ , JjosJI ^jLa (jJI SpQlll Xj^-N^l g| SJgjaajaJ) 
L^alaj (jl 1 .1^-1 ^^111 SLmaLa II dJoalll /jl ^^9 

(> yL LlIa jjAaUl L-iAj (J UI "■llA^Nfi II p<T\l ,jjag , 

J9J1AJJ dllL5LO ^JuLcLO 9I JjjJ ^1 Jilag jQAC 

(jjoLi (jjjaj i^Ulg ^LujLuiaJI "■! <->q Icn II ^1 diiLua^/L 
J Li. 9J9 ,L^jMoc (jja A^l y'"" 9I cLSjjidl 
J^q^ILq jL^aJI (jlc "■! <-iq Ion II ^jlaJLi ^9-^9 <jja aj^I 
IjjLAlg , ,^2ijLi (jiiMii (J ic 9I "j"-'" Llj jaLnl^^l 
.eUjJaLj (jx Iai&j jL^aU |QAaluiaJI lJjj jqAC 




(> yL Sjl^LlIa^II dJiuijJI (jl 5iijj2joJ (jjuoAaluiaJI ^LLxj 
,LbiJI (jii iliQA^ I jl iliULJI ^Luia jloJ a^9^I JaJI 

joLfiD dLUAa LjLogl ^l£. I j^n.\k"..tn II Ijjo" k-L^J IaJ 

lUiLoIoJI iy£La ^ii/igjg , dihliiS^/l ^uTi II cLlLq&j 
jjo^I Iaa Lpihg L&io jUlaLLLa,! Jac i .taj ^Ul 
j^aajj (jji>9 t^JuaAalMiaJI ^Igjl ^ic ^aJqIj^ 
|0^ c " iQiftjjAaJ (jgloa ■ (j-i>UI |j ■ QAajuoa II gjQ 
o J9A9AJI iliLaiaJI d_ila^9 (jjuaLj (j^! , gjLaJI ^Jl 
,(jjjQAajjjlaJI d aiTio ."inn I9 All IxLilj 
. j 1 1 Vi,,m II (jja (jjLlll ^9!!' (j-ll LLa ojLii^ll 

..i^fl ,"il..il 1 ..1 ^..Xq~. 
LLqJLc (jii LjLSjjidl 
(jii JL ilii |0 11^9 djajLwA lIiLujLluj 
^JL^J (j9^-i IAA9 , JjulII iliLcLuj 
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